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(57) ABSTRACT 

Methods, Systems and computer program products are pro 
Vided for evaluating requests for a network connection 
combining the requested network connection with existing 
connections So as to provide a representation of the total 
network connections and accepting the request for a network 
connection if Sufficient resources are available to accept the 
request for a network connection based upon the represen 
tation of the total network connections. Particular embodi 
ments of the present invention determine if sufficient 
resources are available to accept the request for a network 
connection based upon diffusion based representations of the 
existing network connections and the requested network 
connection and accepting the request for a network connec 
tion if Sufficient resources are available to accept the request 
for a network connection. The diffusion based representation 
may be used to determine the capacity required for existing 
connections and the requested connection based upon a 
predefined maximum loss ratio (L). 
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STATISTICAL CALL ADMISSION CONTROL 

RELATED APPLICATIONS 

This application is related to and claims priority from U.S. 
Provisional Patent Application Ser. No. 60/044,105 filed 
Apr. 24, 1997 and entitled STATISTICAL BANDWIDTH 
ALLOCATION IN ATM NETWORKS. 

FIELD OF THE INVENTION 

The present invention relates generally to communica 
tions networks and more particularly to communications 
networks using Asynchronous Transfer Mode (ATM). 

BACKGROUND OF THE INVENTION 

Asynchronous Transfer Mode (ATM) networks have 
become increasingly popular for both wide area networks 
and local area networks. In an ATM network all information 
is transported through the network in relatively short blockS 
called cells. Information flow through the network is along 
paths called Virtual channels which are set up using a Series 
of tables implemented in Switching nodes that comprise the 
network. Cells on a particular virtual channel follow the 
Same path through the network and are delivered to the 
destination in the order in which they are received. 
When communications are initiated in an ATM network a 

request is made for a connection. AS part of the connection 
request, the quality of Service (QoS) of the request is 
Specified by the requestor. Quality of Service characteristics 
which may be specified in ATM include cell transfer delay 
(network latency), cell delay variation (jitter), cell transfer 
capacity (average and peak allowed rates), cell error ratio, 
cell loSS ratio and cell misinsertion ratio. These QoS param 
eters may be used by the ATM nodes to determine the route 
of the connection and in determining allowable node utili 
Zation. 

Routing in an ATM network is performed by an ATM 
node which attempts to find a feasible route for a virtual 
connection from a Source to a destination. An ATM connec 
tion is not set up unless and until the network determines that 
there is Sufficient capacity for the new connection. This 
determination is based upon the characteristics of the 
network, the existing traffic on the network and the 
requested QoS for the connection. If the requested QoS 
cannot be provided then the requested connection is not 
accepted. The function in ATM which determines whether a 
connection request is accepted is referred to as call admis 
sion control (CAC). 

In ATM, the CAC function is typically carried out at two 
places, the entry point into the ATM network and at each 
node in the connection path. At the entry point into the ATM 
network the CAC function determines a feasible route for 
the connection request based on the QoS requested, and 
either accepts or rejects the request based on this determi 
nation. To perform the entry point CAC function, the entry 
point should have available information about the current 
utilization of the other nodes in the ATM network. This 
information may then be utilized to determine if the nodes 
along the Selected route can Satisfy the QoS requirements of 
the requested connection. 
At each node in a connection route, a local CAC function 

determines if the node will accept the connection request. 
This CAC function utilizes the requested QoS and informa 
tion about the existing connections through the node to 
determine if the requested QoS level may be achieved. If so, 
the connection request is accepted. 
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AS is apparent from the above discussion, the call accep 

tance procedure of an ATM System may impact on the 
performance of the network. If too many connection 
requests are accepted then the QoS of the connections may 
be degraded and additional, possibly costly, resources may 
be required to handle the network's traffic. If too few 
connection requests are accepted, then the network will be 
under-utilized. The call admission problem is further com 
plicated by the fact that the call admission procedure is 
typically carried out in real-time as call requests are 
received. The limits placed on the complexity of the call 
admission procedure by the real-time requirement may 
potentially result in compromises resulting in either too 
conservative a call admission procedure or too optimistic a 
procedure. Finally, the call admission problem is also lim 
ited by the information available to determine the charac 
teristics of traffic through the network. 

If the network makes a decision to admit a new 
connection, resources Such as link bandwidth and buffers 
must be reserved to guarantee that the connection receives 
its guaranteed QoS. For certain types of traffic with well 
known characteristics (such as voice traffic) it is straight 
forward to determine the amount of bandwidth needed to 
guarantee QoS. Where traffic is more variable (bursty), 
however, the network must make a more difficult decision 
regarding the appropriate level of bandwidth resources to Set 
aside for the new connection. The equivalent bandwidth of 
a connection is defined as an "average” (or Steady-state) 
amount of bandwidth needed to be reserved to carry the 
traffic of that connection when it is Sharing link resources 
with other connections that have been Similarly accommo 
dated. CAC mechanisms based on equivalent bandwidth are 
typically simple in that the determination of whether a given 
Set of connections can be accommodated without violating 
their QoS requirements reduces to comparing the Sum of the 
equivalent bandwidths of individual sources to the link 
capacity. 

Although generally simple to implement, equivalent 
bandwidth CAC functions are highly conservative when the 
buffer size is Small or moderate. Thus, utilization of an 
equivalent bandwidth approach to call admission may result 
in fewer connection requests being accepted than could be 
accommodated by an ATM network or link in an ATM 
network. Accordingly, additional resources in the network 
may be required to handle the network traffic than would 
otherwise be needed if the network resources were more 
efficiently utilized. 
A Second approach to call admission control based on 

bandwidth is the Gaussian approximation based on a Zero 
buffer assumption. If the number of sources being multi 
plexed (N) is Sufficiently large, the aggregate traffic can be 
approximated by a Gaussian process with mean rate 

and variance 

W 

or =X ori. 

While call admission based on a Gaussian process may 
provide increased efficiency over an equivalent bandwidth 
approach, in a System having a buffer, the buffers capacity 
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to absorb traffic bursts is ignored, thus, resulting in under 
utilization of the network. Furthermore, when N is Small, the 
Gaussian approximation will not be valid which may result 
in extremely conservative bandwidth determinations. 

Various other hybrid Systems have also been proposed, 
however, these Systems may also have limitations. For 
example, a System utilizing a highly non-linear function of 
the individual equivalent bandwidths to determine the 
admissibility of a given Set of traffic Sources may be over 
optimistic in certain situations, thus, resulting in higher cell 
loSS ratioS than the Specified QoS of the connections. 

In light of the above discussion, a need exists for improve 
ments in the mechanisms for accepting connections in ATM 
and other networkS. 

SUMMARY OF THE INVENTION 

In view of the above discussion, it is an object of the 
present invention to provide for call acceptance which can 
efficiently utilize network resources. 
A further object of the present invention is to provide a 

call admission procedure which may be carried out in real 
time. 

Still another object of the present invention is to provide 
a call admission procedure which is not overly optimistic in 
accepting connection requests. 

These and other objects of the present invention are 
provided by methods, Systems and computer program prod 
ucts for evaluating requests for a network connection com 
bining the requested network connection with existing con 
nections So as to provide a representation of the total 
network connections and accepting the request for a network 
connection if Sufficient resources are available. Particular 
embodiments of the present invention determine if sufficient 
resources are available to accept the request for a network 
connection based upon diffusion based representations of the 
existing network connections and the requested network 
connection. The diffusion based representation may be used 
to determine the capacity required for existing connections 
and the requested connection based upon a predefined 
maximum loss ratio (L). In particular embodiments of the 
present invention, a diffusion based representation of the 
network resources required by the existing network connec 
tions and the requested network connection is generated. 

By utilizing a diffusion based representation of network 
traffic, increased efficiency in the acceptance procedure may 
be achieved. The use of the diffusion approximation may 
more accurately reflect actual bandwidth usage of connec 
tions thus allowing for more accurate determinations of the 
impact of an additional connection on the total traffic. Use of 
the diffusion approximation conservatively estimates 
required bandwidth So as to assure that the Service require 
ments of existing connections are maintained. However, the 
diffusion approximation can also allow more connections to 
be established than would be established using conventional 
techniques. Furthermore, the diffusion based representation 
is not So complex as to preclude real-time implementation. 

In one embodiment of the present invention, a diffusion 
based representation of the network resources required by 
the existing network connections and the requested network 
connection is achieved by Summing an arrival rate of each 
existing connection and the arrival rate of the requested 
network connection to provide a total arrival rate ( ), 
Summing a variance of arrival rate of each existing connec 
tion and the variance of arrival rate of the requested network 
connection to provide a total variance (of), and Summing an 
instantaneous variance of the change of the buffer occu 
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4 
pancy for each existing connection So as to provide a total 
instantaneous variance (C). The link capacity required by the 
existing network connections and the requested network 
connection is then determined based on the total arrival rate, 
the total variance and the total instantaneous variance. 

In another embodiment of the present invention, the total 
instantaneous variance may be determined by Summing a 
Squared coefficient of variation of the incoming traffic of 
each existing connection and the Squared coefficient of 
variation of the requested network connection to provide a 
total squared coefficient of variation (c). In Such a case 
determination of the link capacity required by the existing 
network connections and the requested network connection 
may be based on the total arrival rate, the total variance and 
the total Squared coefficient of variation. 

In particular embodiments, where the network is charac 
terized by a maximum bandwidth (B) and a cell loss ratio (L) 
the capacity (C) required by the existing connections and 
the requested connection may be determined by evaluating: 

where 

p = P2 
C 

and where () =ln(LV2t). Alternatively, the required capacity 
C* may be determined by by evaluating: 

where 

2B 
B = 2 

and where ()=ln(LV2t)-ln(o). In either case, C. may be 
specified as C=).cf. 

Preferably, the network comprises an ATM network hav 
ing a plurality of ATM nodes. In an ATM network, the 
present invention may be utilized for all CAC functions. 
Thus, the present invention may make an acceptance deter 
mination for a single node or for each node in the ATM 
network in a path through the network associated with the 
requested network connection. 
As will be appreciated by those of skill in the art, the 

present invention may be embodied as methods, apparatus 
or computer program products. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram Schematically illustrating an 
ATM network utilizing the present invention; 

FIG. 2 is a block diagram of an ATM device according to 
the present invention; and 

FIG. 3 is a flowchart illustrating the operation of the 
present invention in a CAC function. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The present invention now will be described more fully 
hereinafter with reference to the accompanying drawings, in 
which preferred embodiments of the invention are shown. 
This invention may, however, be embodied in many different 
forms and should not be construed as limited to the embodi 
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ments Set forth herein; rather, these embodiments are pro 
Vided So that this disclosure will be thorough and complete, 
and will fully convey the scope of the invention to those 
skilled in the art. Like numbers refer to like elements 
throughout. 
As will be appreciated by one of skill in the art, the 

present invention may be embodied as a method, data 
processing System, or computer program product. 
Accordingly, the present invention may take the form of an 
entirely hardware embodiment, an entirely Software embodi 
ment or an embodiment combining Software and hardware 
aspects. Furthermore, the present invention may take the 
form of a computer program product on a computer-readable 
Storage medium having computer-readable program code 
means embodied in the medium. Any Suitable computer 
readable medium may be utilized including hard disks, 
CD-ROMs, optical Storage devices, or magnetic Storage 
devices. 

Operations for various aspects of the present invention are 
illustrated herein in flowchart illustrations. It will be under 
stood that each block of the flowchart illustrations, and 
combinations of blocks in the flowchart illustrations, can be 
implemented by computer program instructions. These com 
puter program instructions may be provided to a processor 
or other programmable data processing apparatus to produce 
a machine, Such that the instructions which execute on the 
processor or other programmable data processing apparatus 
create means for implementing the functions Specified in the 
flowchart block or blocks. These computer program instruc 
tions may also be Stored in a computer-readable memory that 
can direct a processor or other programmable data proceSS 
ing apparatus to function in a particular manner, Such that 
the instructions Stored in the computer-readable memory 
produce an article of manufacture including instruction 
means which implement the functions Specified in the flow 
chart block or blocks. 

The computer program instructions may also be executed 
by a processor or other programmable data processing 
apparatus to cause a Series of operational Steps to be per 
formed by the processor or other programmable apparatus to 
produce a computer implemented process Such that the 
instructions which execute on the computer or other pro 
grammable apparatus provide StepS for implementing the 
functions specified in the flowchart block or blocks. 

Accordingly, blocks of the flowchart illustrations Support 
combinations of means for performing the Specified 
functions, combinations of StepS for performing the Speci 
fied functions and program instruction means for performing 
the specified functions. It will also be understood that each 
block of the flowchart illustrations, and combinations of 
blocks in the flowchart illustrations, can be implemented by 
Special purpose hardware-based computer Systems which 
perform the Specified functions or Steps, or by combinations 
of Special purpose hardware and computer instructions. 

The present invention utilizes a diffusion based Statistical 
call admission procedure. Preferably, the present invention 
is utilized in an ATM multiplexer where cells from different 
connections are interleaved at a transmission buffer and 
Served in a first-come-first-serve manner. Details of Such as 
System, while not essential to an understanding of the 
present invention, may be found in U.S. patent application 
Ser. No. 08/968,201 entitled SYSTEMS, METHODS AND 
COMPUTER PROGRAM PRODUCTS FOR CONTROL 
LING EARLIEST DEADLINE FIRST SCHEDULING AT 
ATM NODES. 

Utilizing the diffusion based statistical analysis of traffic, 
whether an acceptable cell loSS ratio will result if an addi 
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6 
tional connection is added to the traffic may be determined. 
Thus, based on a predefined acceptable cell loSS ratio, a 
determination may be made as to whether to accept a new 
connection or to reject the connection. 
AS an example of a diffusion based representation, ATM 

traffic may be characterized by the following three equa 
tions: 

where X(t) is a random variable denoting buffer size at time 
t, and B is the total buffer size. In the steady State (as t goes 
to infinity), dropping the dependency on t results in the 
following: 

32 (1) 
C T-6(x - 1 d(x - B+ 1) = 0 afts) + 3 at f(v)* EI (x- * EIH (x - B + 1) = 

li a 8 m (2) in-afx)+; f(x) = 1 

li a 8 M (3) 
t |-uf(x) -- 2. f(x) EH 

m+M + f(x) dix = 1 0. 

where Ö(x) is the Dirac Delta function, h is a random 
variable denoting the distribution of idle period in the queue 
with expected value Eh), H is a random variable denoting 
the distribution of time the buffer is full with expected value 
EH), and u is the instantaneous average rate of change of 
the buffer occupancy which may be determined by the mean 
aggregate cell arrival rate to the buffer (2) minus the 
transmission capacity of the lin (C), ie. u=v-C. 

Equation (1) represents the stationary behavior for the 
motion of the queue length process in the interval 10, Band 
the effects ofumps from 0 and B into the interval. Equation 
(2) corresponds to the depletion of the probability mass m at 
the lower boundary (i.e. when the queue is empty) due to 
jumps to having one cell in the queu and the flow of 
probability mass from inside the interval 10, B towards the 
lower boundary. Similarly, equation (3) represents the deple 
tion of the probability mass M at the higher boundary (i.e. 
when the queue is full) due to jumps to having B-1 cells in 
the queue and the flow of probability mass from inside the 
interval 10.B towards the higher boundary. 

Using equations (1), (2) and (3), two equations may be 
derived to approximate cell loss ratio in an 
ATM multiplexer. These two equations are a finite buffer 
approximation (L) and an infinite buffer approx (L). The 
equations are as follows: 
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LFB = le", "P-R(t) > C (4) 

-- 5 

LB ...E.R. C)") (5) 

where 

-u EH 
i = 2(B-1) 

(1 - uEIh) - (1 + uEIHI)e a 

and where 

= --1-eill with R y = I-heal - ed l, with R(t) 

denoting the instantaneous cell arrival rate at time t. 
These approximations may be used in the call admission 

control procedure to determine whether or not a new con 
nection request can be accepted if there are N connections 
already established and N is great than or equal to 0. Either 
equation (4) or equation (5) may be used to provide the cell 
loSS ratio when there are N connections multiplexed on a 
link with transmission capacity C. The amount of bandwidth 
required to Support a new connection request when there are 
N connections already established at the link is equivalent to 
determining he minimum value of C So that the right hand 
Side of equation (4) or equation (5) is lee than or equal to the 
desired cell loss ratio. 

Considering that call admission decisions are required to 
be performed in real time and that equations (4) and (5) do 
not yield a closed form Solution for C, a conservative 
approximation to estimate the value of C may De derived as 
follows for the finite buffer case (CFB): 

C-A-B+VB-2" (6) 

where 

and where () =ln(LV2t) for a desired cell loss ratio of L. 
Similarly, for the infinite buffer case a conservative 

approximation to estimate the value of C (C) may be 
derived as follows: 

C-W-p+VB-2" (7) 

where (0=ln(L.V2t)-ln(o). 
A new connection is established if there is enough band 

width to accommodate the connection. Either equation (6) or 
equation (7) may be determined for the total connections 
(i.e. the existing connections and the new connection) and if 
the required capacity is less than the capacity of the link, 
then the connection request is accepted. 

The above description generally describes the develop 
ment of a diffusion based representation of the network 
traffic which may be used in the call admission control 
procedure. AS used herein, diffusion based representation is 
used to refer to representation of the network traffic based on 
a diffusion approximation of the traffic. A diffusion 
approximation, typically, approximates a discrete proceSS 
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8 
with a continuous process based on the central limit theo 
rem. The diffusion approximation results in the new con 
nection request being combined with existing requests So as 
to provide a representation of the network connections 
which incorporates the requested connection and the exist 
ing connections. 
A specific implementation of the present invention will 

now be described with reference to FIGS. 1 through 3. FIG. 
1 illustrates a network utilizing ATM nodes according to the 
present invention. As seen in FIG. 1, a number of ATM 
nodes 20, 22, 24, 26 and 28, are interconnected via physical 
links 30, 31, 32 and 33. The physical links provide for 
communication between the nodes and allow for the inter 
connection of Source and destination ATM nodes via an 
end-to-end Virtual circuit formed by interconnected, but 
Separate inter-node Segments. FIG. 1 are illustrated a num 
ber of such segments 34, 35, 36, 37, 38, 39, 40 and 41. 
AS an example of a path between nodes 20 and 26, a 

virtual circuit between the two nodes may be “constructed” 
from logical connection 34 over physical link 30. logical 
connection 36 over physical link 33, and logical connection 
38 over physical link 32 to node 26. 
As will be appreciated by those of skill in the art, the 

nodes of FIG. 1 may be ATM endpoint nodes, ATM 
Switches, user network interface nodes or other processing 
Systems utilizing the ATM communication protocols. Thus, 
the present invention is not limited to use in ATM Switches 
but may be utilized in any devices complying with ATM 
standards. Furthermore, while the network of FIG. 1 has 
been described as an ATM network, as will be appreciated 
by those of skill in the art, the network may be any packet 
based network utilizing a call admission procedure where 
Sufficient information is available to utilize the diffusion 
based Statistical call admission procedure of the present 
invention. 
When a request by a user to access the ATM network of 

FIG. 1 is made, for example, to node 20, the node evaluates 
whether the quality of Service parameters of the request may 
be met by a route through the ATM network before the 
connection request is accepted. Thus, for example, if a 
request is made for a connection between node 20 and node 
24, node 20 would evaluate the status of connections at node 
20, node 22, and node 24 to determine whether to accept the 
request. Thus, node 20 will typically have information 
regarding the connections which already exist through node 
22 and node 24. The CAC function of node 20 will then 
determine whether the request may be accepted utilizing the 
diffusion based call admission control of the present inven 
tion to evaluate whether each node in the connection path 
may accept the connection request. 

FIG. 2 illustrates one embodiment of an ATM node 
according to the present invention. AS Seen in FIG. 2, an 
ATM node according to the present invention may include a 
scheduler 50, input queues 52a, 52b through 52n, a main 
queue 54, a CAC function 56 and input/output capabilities 
58. Cells are received and transmitted through the node by 
the input/output facilities 58. Received cells are placed in the 
appropriate input queue 52a through 52n by the Scheduler 
50. Cells that are to be output are moved by the scheduler 50 
from the input queues to the main queue 54 for transmission. 
The CAC function 56 according to the present invention 
determines whether requests for connections to the node will 
be accepted (the ACAC function) utilizing the diffusion 
based call admission control procedure described herein. 
The CAC 56 also determines a feasible route for connection 
requests received by the node when the node Serves as an 
entry point to the ATM network. 
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The present invention is described with respect to the 
nodes and networks of FIG. 1 and FIG. 2; however, as will 
be appreciated by those of skill in the art, the present 
invention is applicable to any network configuration where 
call acceptance is performed. Furthermore, the functions of 
the present invention may be implemented utilizing a data 
processing System operating under Software control, as 
dedicated hardware or a combination of the two. 

FIG. 3 illustrates one embodiment of the present inven 
tion. AS is seen in that figure, the CAC function begins when 
a request is received by an ATM node for a connection 
(block 70). For example, a request for a connection may be 
received at node 20 in FIG. 1 which may be an ATM device 
such as is illustrated in FIG. 2. The request will include 
parameters which define the characteristics of the requested 
connection. For example, the request may contain informa 
tion regarding packet arrival rates (i.e. mean aggregate cell 
arrival rate 2), variance in packet arrival rate (of) and the 
instantaneous variance of the change of the buffer occu 
pancy (C) or Such information from which this information 
could be derived. For example, the instantaneous variance of 
the change of the buffer occupancy may be determined by 
C=V+CV, where V, is the variance of the interarrival 
time, V is the variance of Service time and C is the 
transmission capacity of the link. Alternatively, for a specific 
connection, the instantaneous variance of the change of the 
buffer occupancy for the connection may be based on a 
model of the connection. For example, for an “on-off 
connection, C = c may be utilized where c is the Squared 
coefficient of variation of the incoming traffic from the 
connection. 

After the connection request is received, a total trffic 
metric is determined based on traffic parameters of the 
existing connections and the requested connection (block 
72). The traffic metric may be determined by adding the 
traffic metric for the requested connection to the traffic 
metric for the existing connections. Thus, for example. an 
existing traffic metric I for the existing connections may be 
expressed as 

Similarly, the traffic metric U for the requested connection 
may be expressed as 

is - it 

Thus the total traffic metric T may be expressed as T=I+U. 
As will be appreciated by those of skill in the art in light of 
the above discussion, the information to produce the total 
traffic metric may be based on traffic models or on mea 
Surements of traffic parameters or a combination of the two 
wherein for certain connections the parameters are derived 
from models and for other connections the parameters are 
empirically derived from traffic measurements. If, for 
example, the parameters are based on a traffic model, then a 
may be expressed as C=).c' which would result in I being 
defined as 
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U may then be defined as 

from which the total traffic metric T may be determined. 
While the present invention has been described with refer 
ence to two methods of determining parameters of the traffic 
metric for a connection, as will be appreciated by one of skill 
in the art, various other ways may be utilized to determine 
values of the parameters of the traffic metric for a connection 
or requested connection. 

After the total traffic metric is determined, this informa 
tion is then used to calculated a required capacity (C) based 
on the parameters of T. C* may be determined utilizing 
equation (6), equation (7) or both. Thus, in block 74 the 
ATM node determines one or both of the following: 

where 

2B 
f = or, 

where () =ln(LV2t) and where (0=ln(LV2t)-ln(t) for the 
cell loss ratio (L) specified for the network and utilizing the 
parameters from the total traffic metric T described above. 
AS is described above, C. may vary depending on the 
particular implementation and may be C=V+CV or 
may be C=).cf. 

Once C is determined for the total traffic metric, it is 
determined if the requested connection will be accepted 
(block 76). This determination may be made by comparing 
C* with the capacity of the link (C). If C is greater than C 
then the connection request is not accepted and if C is leSS 
than or equal to C then the connection is accepted. 
Alternatively, in a more conservative approach, if C is 
greater than or equal to C then the connection request is not 
accepted and if C is less than C then the connection is 
accepted. If both equations are utilized then the comparison 
of C* with C for both results may be made in which case 
both of the results may be used in determining if the 
connection request should be accepted. 

If the connection is accepted, then conventional proce 
dures are utilized to accept the connection and the existing 
traffic metric I is set to the total traffic metric T to reflect the 
new connection (block 80). If the connection is rejected then 
the conventional procedure for rejection of a connection is 
carried out (block 78). In such a case, the existing traffic 
metric I remains unchanged. 
While the present invention has been described with 

respect to a particular Series of operations in a CAC 
function, as will be appreciated by those of Skill in the art 
other series of operations could be utilized while still 
benefiting from the teachings of the present invention. 
Furthermore, as will be appreciated by those of skill in the 
art, the present invention may be applicable to networks 
other than ATM networks So as to achieve the benefits and 
advantages of the present invention in networks other than 
ATM networks. The invention may advantageously be used 
in any network that Sets aside resources to Support QoS for 
connections in part through implementation of admission 
control processes. 
The foregoing is illustrative of the present invention and 

is not to be construed as limiting thereof. Although a few 
exemplary embodiments of this invention have been 
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described, those skilled in the art will readily appreciate that 
many modifications are possible in the exemplary embodi 
ments without materially departing from the novel teachings 
and advantages of this invention. Accordingly, all Such 
modifications are intended to be included within the Scope of 
this invention as defined in the claims. In the claims, 
means-plus-function clause are intended to cover the Struc 
tures described herein as performing the recited function and 
not only Structural equivalents but also equivalent Structures. 
Therefore, it is to be understood that the foregoing is 
illustrative of the present invention and is not to be construed 
as limited to the Specific embodiments disclosed, and that 
modifications to the disclosed embodiments, as well as other 
embodiments, are intended to be included within the Scope 
of the appended claims. The invention is defined by the 
following claims, with equivalents of the claims to be 
included therein. 

That which is claimed is: 
1. A method of evaluating requests for a network 

connection, the method comprising the Steps of 
determining if an acceptable cell loSS ratio results from a 

requested network connection being added to network 
traffic utilizing a diffusion based Statistical analysis of 
the network traffic; and 

accepting the request for a network connection if an 
acceptable cell loSS ratio results from a requested 
network connection being added to the network traffic 
based on the diffusion based Statistical analysis. 

2. A method according to claim 1, wherein Said step of 
determining comprises the Step of generating a diffusion 
based representation of the network traffic for a predefined 
maximum acceptable celloSS ratio resulting from the exist 
ing network connections and the requested network connec 
tion; and 

wherein Said Step of accepting comprises the Step of 
accepting the request for network access if the diffusion 
based representation of the network traffic for the 
existing network connections and the requested net 
work connection is less than the capacity of the net 
work. 

3. A method according to claim 2, wherein Said generating 
Step generates a diffusion based representation of the capac 
ity required for existing connections and the requested 
connections. 

4. A method of evaluating requests for a network 
connection, the method comprising the Steps of 

determining if Sufficient network capacity is available to 
accept the request for a network connection based upon 
diffusion based representations of network capacity for 
the existing network connections and the requested 
network connection; and 

accepting the request for a network connection if Suffi 
cient network capacity is available to accept the request 
for a network connection based upon the diffusion 
based representation of the existing network connec 
tions and the requested network connection. 

5. A method according to claim 4, wherein Said determin 
ing Step determines the capacity required for existing con 
nections and the requested connections based upon a cell 
loss ratio (L). 

6. A method according to claim 4, wherein Said Step of 
determining comprises the Step of generating a diffusion 
based representation of the network capacity required by the 
existing network connections and the requested network 
connection; and 

wherein Said Step of accepting comprises the Step of 
accepting the request for network access if the diffusion 
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based representation of the network capacity required 
by the existing network connections and the requested 
network connection is less than the capacity of the 
network. 

7. A method of determining whether to accept a request 
for a network connection, the method comprising the Steps 
of: 
Summing an arrival rate of each existing connection and 

the arrival rate of a requested network connection 
corresponding to the request for a network connection 
to provide a total arrival rate (0); 

Summing a variance of arrival rate of each existing 
connection and the variance of arrival rate of the 
requested network connection to provide a total vari 
ance (of); 

Summing an instantaneous variance of a change of the 
buffer occupancy for each existing connection So as to 
provide a total instantaneous variance (C); 

determining a link capacity required by the existing 
network connections and the requested network con 
nection based on the total arrival rate, the total variance 
and the total instantaneous variance, and 

accepting the request for a network connection if a link 
capacity of a network node is at least as great as the 
determined link capacity required by the existing net 
work connections and the requested network connec 
tion based on the total arrival rate, the total variance 
and the total instantaneous variance. 

8. A method according to claim 7, wherein Said step of 
Summing an instantaneous variance of the change of buffer 
occupancy comprises the Step of Summing a Squared coef 
ficient of variation of the incoming traffic of each existing 
connection and the Squared coefficient of variation of the 
requested network connection to provide a total Squared 
coefficient of variation (c); and 

wherein Said Step of determining the link capacity 
required by the existing network connections and the 
requested network connection based on the total arrival 
rate, the total variance and the total instantaneous 
Variance comprises the Step of determining the link 
capacity required by the existing network connections 
and the requested network connection based on the 
total arrival rate, the total variance and the total Squared 
coefficient of variation. 

9. A method according to claim 7, wherein the network is 
characterized by a maximum bandwidth (B) and a cell loss 
ratio (L) and wherein said determining step comprises the 
Step of determining capacity (C) by evaluating: 

where 

2B 
B = 2 

and where ()=ln(LV2t). 
10. A method according to claim 9, wherein said step of 

Summing an instantaneous variance of the change of buffer 
occupancy comprises the Step of Summing a Squared coef 
ficient of variation of the incoming traffic of each existing 
connection and the Squared coefficient of variation of the 
requested network connection to provide a total Squared 
coefficient of variation (c); and 

wherein C=).cf. 
11. A method according to claim 7, wherein the network 

is characterized by a maximum bandwidth (B) and a cell loss 
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ratio (L) and wherein said determining step comprises the 20. A system according to claim 18, wherein means for 
Step of determining capacity (C) by evaluating: determining comprises means for generating a diffusion 

based representation of the network capacity required by the 
C*-a-p+VB-2oo, existing network connections and the requested network 

where 5 connection; and 
wherein Said means for accepting comprises means for 

2B 2 accepting the request for network access if the diffusion 
B = or based representation of the network capacity required 

by the existing network connections and the requested 
and where ()=ln(L.V2t)-ln(o). 1O ity connection is less than the capacity of the 

12. A method according to claim 11, wherein Said Step of 
Summing an instantaneous variance of the change of buffer 
occupancy comprises the Step of Summing a Squared coef 

21. A System for determining whether to accept a request 
for a network connection, comprising: 

ficient of variation of the incoming traffic of each existing means for Summing an arrival rate of each existing 
connection and the squared coefficient of variation of the connection and the arrival rate of a requested network 
requested network connection to provide a total Squared connection corresponding to the request for a network 
coefficient of variation (c); and connection to provide a total arrival rate ().); 

wherein C=).cf. means for Summing a variance of arrival rate of each 
13. A method according to claim 4, wherein the network existing connection and the variance of arrival rate of 

spises an ATM network having a plurality of ATM 20 the requested network connection to provide a total 
OCCS. variance (of); 

means for Summing an instantaneous variance of the 
change of the buffer occupancy for each existing con 
nection So as to provide a total instantaneous variance 

14. A method according to claim 13, wherein Said deter 
mining Step is carried out for each node in the ATM network 
in a path through the network associated with the requested 
network connection. 25 

15. A System for evaluating requests for a network (C); 
connection, comprising: means for determining the link capacity required by the 
means for determining if an acceptable cell loSS ratio existing network connections and the requested net 

results from a requested network connection being work connection based on the total arrival rate, the total 
added to network traffic utilizing a diffusion based 30 Variance and the total instantaneous variance, and 
Statistical analysis of the network traffic, and means for accepting the request for a network connection 

means for accepting the request for a network connection if a link capacity of a network node is at least as great 
if an acceptable cell loss ratio results from a requested as the determined link capacity required by the existing 
network connection being added to the network traffic network connections and the requested network con 
based on the diffusion based Statistical analysis. 35 nection based on the total arrival rate, the total variance 

16. A System according to claim 15, wherein Said means and the total instantaneous variance. 
for determining comprises means for generating a diffusion 22. A System according to claim 21, wherein Said means 
based representation of the network traffic for a predefined for Summing an instantaneous variance of the change of 
maximum acceptable celloSS ratio resulting from the exist- buffer occupancy comprises means for Summing a Squared 
ing network connections and the requested network connec- 40 coefficient of variation of the incoming traffic of each 
tion; and existing connection and the Squared coefficient of variation 

wherein Said means for accepting comprises means for of the requested network connection to provide a total 
accepting the request for network access if the diffusion Squared coefficient of variation (c); and 
based representation of the network traffic for the wherein Said means for determining the link capacity 
existing network connections and the requested net- 45 required by the existing network connections and the 
work connection is less than the capacity of the net- requested network connection based on the total arrival 
work. rate, the total variance and the total instantaneous 

17. A System according to claim 16, wherein Said means Variance comprises means for determining the link 
for generating generates a diffusion based representation of capacity required by the existing network connections 
the capacity required for existing connections and the so and the requested network connection based on the 
requested connections. total arrival rate, the total variance and the total Squared 

18. A System for evaluating requests for a network coefficient of variation. 
connection, compriSing: 23. A System according to claim 21, wherein the network 

means for determining if Sufficient network capacity is is characterized by a maximum bandwidth (B) and a cell loss 
available to accept the request for a network connection 55 ratio (L) and wherein said means for determining comprises 
based upon diffusion based representations of network means for determining capacity (C) by evaluating: 
capacity for the existing network connections and the 
requested network connection; and C*-a-p+VB°-2oo, 

means for accepting the request for a network connection 
if Sufficient network capacity is available to accept the 60 
request for a network connection based upon the dif 
fusion based representation of the existing network f3 = 2B2 
connections and the requested network connection. C 

19. A System according to claim 18, wherein Said means 
for determining determines the capacity required for existing 65 and where () =ln(LV2). 
connections and the requested connections based upon a cell 24. A System according to claim 23, wherein Said means 
loss ratio (L). for Summing an instantaneous variance of the change of 

where 
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buffer occupancy comprises means for Summing a Squared 
coefficient of variation of the incoming traffic of each 
existing connection and the Squared coefficient of variation 
of the requested network connection to provide a total 
Squared coefficient of variation (c); and 

wherein C=).cf. 
25. A System according to claim 21, wherein the network 

is characterized by a maximum bandwidth (B) and a cell loss 
ratio (L) and wherein said means for determining comprises 
means for determining capacity (C) by evaluating: 

where 

and where ()=ln(L.V2t)-ln(o). 
26. A System according to claim 25, wherein Said means 

for Summing an instantaneous variance of the change of 
buffer occupancy comprises means for Summing a Squared 
coefficient of variation of the incoming traffic of each 
existing connection and the Squared coefficient of variation 
of the requested network connection to provide a total 
Squared coefficient of variation (c); and 

wherein C=).cf. 
27. A system according to claim 18, wherein the network 

comprises an ATM network having a plurality of ATM 
nodes. 

28. A System according to claim 27, wherein Said means 
for determining makes Such determination for each node in 
the ATM network in a path through the network associated 
with the requested network connection. 

29. A computer program product for evaluating requests 
for a network connection, comprising: 

a computer-readable Storage medium having computer 
readable program code means embodied in Said 
medium, Said computer-readable program code means 
comprising: 
computer-readable program code means for determin 

ing if an acceptable cell loSS ratio results from a 
requested network connection being added to net 
work traffic utilizing a diffusion based Statistical 
analysis of the network traffic, and 

computer-readable program code means for accepting 
the request for a network connection if an acceptable 
cell loSS ration results from a requested network 
connection being added to the network traffic based 
on the diffusion based Statistical analysis. 

30. A computer program product according to claim 29, 
wherein Said computer-readable program code means for 
determining comprises computer-readable program code 
means for generating a diffusion based representation of the 
network traffic for a predefined maximum acceptable cell 
loSS ratio resulting from the existing network connections 
and the requested network connection; and 

wherein Said computer-readable program code means for 
accepting comprises computer-readable program code 
means for accepting the request for network access if 
the diffusion based representation of the network traffic 
for the existing network connections and the requested 
network connection is less than the capacity of the 
network. 

31. A computer program product according to claim 30, 
wherein Said computer-readable program code means for 
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generating generates a diffusion based representation of the 
capacity required for existing connections and the requested 
connections. 

32. A computer-program product for evaluating requests 
for a network connection, comprising: 

a computer-readable Storage medium having computer 
readable program code means embodied in Said 
medium, Said computer-readable program code means 
comprising: 
computer-readable program code means for determin 

ing if Sufficient network capacity is available to 
accept the request for a network connection based 
upon diffusion based representations of network 
capacity for the existing network connections and the 
requested network connection; and 

computer-readable program code means for accepting 
the request for a network connection if Sufficient 
network capacity is available to accept the request 
for a network connection based upon the diffusion 
based representation of the existing network connec 
tions and the requested network connection. 

33. A computer program product according to claim 32, 
wherein Said computer-readable program code means for 
determining determines the capacity required for existing 
connections and the requested connections based upon a cell 
loss ratio (L). 

34. A computer program product according to claim 32, 
wherein computer-readable program code means for deter 
mining comprises computer-readable program code means 
for generating a diffusion based representation of the net 
work capacity required by the existing network connections 
and the requested network connection; and 

wherein said computer-readable program code means for 
accepting comprises computer-readable program code 
means for accepting the request for network access if 
the diffusion based representation of the network 
capacity required by the existing network connections 
and the requested network connection is less than the 
capacity of the network. 

35. A computer program product for determining whether 
to accept a request for a network connection, comprising: 

a computer-readable Storage medium having computer 
readable program code means embodied therein, the 
computer-readable program code means comprising: 
computer-readable program code means for Summing 

an arrival rate of each existing connection and the 
arrival rate a requested network connection corre 
sponding to the request for a network connection to 
provide a total arrival rate (0); 

computer-readable program code means for Summing a 
variance of arrival rate of each existing connection 
and the variance of arrival rate of the requested 
network connection to provide a total variance (of); 

computer-readable program code means for Summing 
an instantaneous variance of the change of the buffer 
occupancy for each existing connection So as to 
provide a total instantaneous variance (C); 

computer-readable program code means for determin 
ing the link capacity required by the existing network 
connections and the requested network connection 
based on the total arrival rate, the total variance and 
the total instantaneous variance, and 

computer-readable program code means for accepting 
the request for a network connection if a link capac 
ity of a network link is at least as great as the 
determined link capacity required by the existing 
network connections and the requested network con 
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nection based on the total arrival rate, the total 
variance and the total instantaneous variance. 

36. A computer program product according to claim 35, 
wherein Said means for Summing an instantaneous variance 
of the change of buffer occupancy comprises means for 
Summing a Squared coefficient of variation of the incoming 
traffic of each existing connection and the Squared coeffi 
cient of variation of the requested network connection to 
provide a total Squared coefficient of variation (c); and 

wherein Said computer-readable program code means for 
determining the link capacity required by the existing 
network connections and the requested network con 
nection based on the total arrival rate, the total variance 
and the total instantaneous variance comprises 
computer-readable program code means for determin 
ing the link capacity required by the existing network 
connections and the requested network connection 
based on the total arrival rate, the total variance and the 
total Squared coefficient of variation. 

37. A computer program product according to claim 35, 
wherein the network is characterized by a maximum band 
width (B) and cell loss ratio (L) and wherein said computer 
readable program code means for determining comprises 
computer-readable program code means for determining 
capacity (C) by evaluating: 

where 

and where () =ln(LV2t). 
38. A computer program product according to claim 37, 

wherein Said computer readable program code means for 
Summing an instantaneous variance of the change of buffer 
occupancy comprises computer readable program code 
means for Summing a Squared coefficient of variation of the 
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incoming traffic of each existing connection and the Squared 
coefficient of variation of the requested network connection 
to provide a total Squared coefficient of variation (c); and 

wherein C=).cf. 
39. A computer program product according to claim 35, 

wherein the network is characterized by a maximum band 
width (B) and a cell loss ratio (L) and wherein said 
computer-readable program code means for determining 
comprises computer-readable program code means for 
determining capacity (C) by evaluating: 

where 

2B 
f = or 

and where ()=ln(LV2t)-ln(o). 
40. A computer program product according to claim 39, 

wherein Said computer readable program code means for 
Summing an instantaneous variance of the change of buffer 
occupancy comprises computer readable program code 
means for Summing a Squared coefficient of variation of the 
incoming traffic of each existing connection and the Squared 
coefficient of variation of the requested network connection 
to provide a total Squared coefficient of variation (c); and 

wherein C=).cf. 
41. A computer program product according to claim 32, 

wherein the network comprises an ATM network having a 
plurality of ATM nodes. 

42. A computer program product according to claim 41, 
wherein Said computer-readable program code means for 
determining makes Such determination for each node in the 
ATM network in a path through the network associated with 
the requested network connection. 

k k k k k 


